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Abstract—Accidental or deliberate disruption of the coordina-
tion function in a multi-agent system has been discussed and
referred to in the social sciences literature as leader decapitation;
this paper outlines a methodology for making multi-agent net-
works resilient to this type of failure, enabling a timely restoration
of operation normalcy by leveraging machine learning techniques.
The approach involves endowing the agents with a cascade of
independent learning modules that enable them to discover over
time their role in the overall system coordinating strategy, so
that they are able to autonomously implement it when central
coordination seizes to function. Through these machine learning
algorithms, the agents incrementally identify the overall system’s
task specification and simultaneously optimize their strategy to
serve the common goal.

I. INTRODUCTION

The problem of designing resilient multi-agent systems is
pervasive and can be identified in application instances in
manufacturing, building energy management, the smart grid,
and self-driving cars [1]], [2], among several others. The need
to develop novel design and control paradigms that go beyond
the traditional notions of robustness, reliability, and stability,
has also been recognized [3].

Figure [T shows an instance of a robotic-assisted pediatric
rehabilitation study where a team of (heterogeneous) robots
interact socially with an infant who has motor delay, in an
effort to encourage and entice physical activity which is a
catalyst for both motor and cognitive development at this
age. The robots’ social interaction with the human subject
is coordinated through an optimal strategy produced by a
reinforcement learning algorithm, which takes as inputs prior
data for instances of infant reactions to robot actions, and
optimizes for infant engagement and motor response in response
to robot actions.

Here, the robots are centrally coordinated, as none can have
a holistic view of what is happening in the scene in order to
optimize its behavior.

The application study of Fig. [I] is an instance of a general
case where a multi-robot system is coordinated and synchro-
nized via a centralized decision-maker. This coordinator can
also be described as the event-based dynamics of the swarm
that are responsible for managing/coordinating the swarm, and
the agents belong to the time-based dynamics responsible for
the execution of the plan as presented in [5]. A well-recognized
limitation of such a control architecture is the existence of
a single point of failure: if the central decision-maker (the
coordinator) is somehow taken off-line, the system is paralyzed.
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Fig. 1. Snapshot of an infant within the GEAR system socially interacting
with multiple robots.

Although resilience can emerge as a result of judicious design
of interacting agent objectives and incentives, it is argued [3]]
that much like any mission-driven organization will fail without
organizational leadership, a supervisory design is still needed
to ensure smooth operation. But when the leader in such a
multi-agent system seizes to function, how can one prevent
the whole system from collapsing and recover normalcy of
operation? To answer this question, the paper considers a class
of supervisory systems, and proposes a novel resilient design
paradigm that incorporates learning modules to enable the
system to recover normalcy of operation following a leader
(coordinator) “decapitation.” It is inspired by how New York
City’s emergency management center was recreated on site by
means of grass-root, spontaneous efforts of citizens, after it had
collapsed with the twin towers [6]. The approach integrates
machine learning modules based on reinforcement learning
combined with formal languages and grammatical inference [[7],
within the subordinate control units (the individual robots).

This paper argues that machine learning be utilized to make
such architectures resilient to coordinator decapitation. What
is more, it extends recent results on this problem, and further
promotes resilience by distributing decision-making functions
to the individual agents and enable them to locally optimize
their behaviors in concert with the mechanism they use to
become resilient to coordinator failure.

Technically, the idea promoted here is for the robotic agents
to keep track of the actions they perform in support of the
overall coordination strategy (which is unknown to them) during
normal operation. This is key to being able to understand what



needs to be done in order to employ a recovery contingency Il. RELATED LITERATURE

algorithm which will enable them to infer the strategy and

essentially collaboratively “clone” their supervisory decision- One perspective in the existing literature on how resilience
making module. In this way, the agents cooperate to enstf@nifests itself in multi-agent systems is related to the
the four key elements safeguarding against destabilization afiePustness of the communication network. In the presence
leader decapitatior8[: (i) information ow, (i) consensus- Of malicious robots, preserving a formation within a multi-
reaching ability, (iii) functional capability, and (iv) informationfobot system can be achieved through algorithms that construct
interpretation. This approach deviates from the one reportg@mmunication graphs with the smallest number of noddk [

in earlier work ] along this direction in several key aspectAn essential element to this approach, is a method which
rst, the agents are far more autonomous as they formulddgarantees that a topological network property (speci cally,
(under guidance) their own action plan using reinforcemefitrobustness) is kept above a critical resilience threshbaji [
learning; second, the agent action plans are now optimal relathge to high connectivity often required for such networks, and
to some performance metric; third, communication with théelays on receiving information, this can be a challenging task,
system's coordinator is bidirectional; and nally, security ignd different protocols have been designed for synchronous and
enhanced because the (optimal) group action plan is not dire@gynchronous time varying communication graptd,[[14],
communicated from the coordinator to the agents. In additidd3], [16. From the input-to-output stability standpoint, the
the reinforcement learningk() methodology implemented resilience of consensus networks can be examined through a
on the agents in this paper is distinct from the realization npn-SingUlar linear transformation that exposes the disturbance
the algorithm's original debuflll] because here the agentgejection performance of the systef7]. In the context of

are neither aware of their reward function nor of their actuggsilience for heterogeneous multi-agent systems, some work
dynamics; this missing information is unveiled progressivef}as been done studying the case of failure of single ag&f}s [

in the form of agent Supervision by the overall Sys[em@ is suggested that the network recon gures itself to maintain
coordinating entity. What is perhaps more interesting is thi original area coverage without increasing its connectivity.
for the class of target task speci cation languages consider@gother approach to render a heterogeneous multi-agent swarm
in the implementation study of this paper, the algorithm Mmore resilient to malicious agent actions is by monitoring
catalyzes a dramatically more ef cient solution to an otherwisée state values of the agenfsd], and ignoring input from

dif cult problem of language identi cation. neighboring units if it is signi cantly different.

This paper contributes to the area of resilient multi-robot In swarms, decision-making is completely decentralized
systems by uniquely combining distributed reinforcemefy design, so it comes as no surprise that only a small set
learning with grammatical inference to achieve resilience @ relatively simple emergent behaviors can be observed. In
targeted attacks. In the approach reported here, (a) agentsdifigrent engineering context, however, multi-agent collections
tonomously learn optimal policies for achieving their collectivénay be required to exhibit much more sophisticated and
objective under the distant guidance of a supervising authortglaptive behaviors—examples include applications related to
(Sectior]V-C); (b) use the byproduct of their distributed optimaprivacy and securityl40]. Such behaviors usually require
control synthesis algorithms to power a different learningome level of centralized decision-making—which motivates
module which practically performs system identi cation or@ coordination architecture similar to the one used in the
their system task speci cation (Algorithm 1, line 17); andpplication of Fig[ L. It is important that these systems are able
nally (c) combine their local task speci cation hypotheses tdo maintain normalcy and restore function following a failure
recreate their supervising process (Secel). Thus, as it (or a malicious attack in the context of national/cyber-security).
will be shown in SectiofV-D] robotic agents that identify their Making a system resilient to such events is nontrivial due to
own task speci cation language based on local informatiofie high degree of inter-connectivity among the physical and
can subsequently perform grammatical inference and theeftware components, and the intricate cyber, cognitive and
“compare notes” to infer the originally unknown global systerhuman inter-dependencies _[21].
speci cation language. In this way, should the coordinator goes Studies on centrally coordinated networked system resilience
of ine for any reason, the system will still be able to functiorafter leader decapitation have also been conducted within social
normally, therefore realizing elements of resilience observadd political sciences, focusing on counter-terrorism tad8ts [
in human collectives [6]. and cyber-security defensgZ). In general, proliferating the

The rest of the paper is organized as follows. Sedfipn dtganization's coordinating plans and strategies throughout all
reviews elements of related literature within the domains tiie agents implementing the strategy (which would otherwise
multi-agent system resilience, reinforcement learning, and gramake sense from a robustness standpoint) creates multiple
matical inference. Some necessary mathematical backgrosedurity vulnerabilities and is considered detrimental to security
on the latter two topics is presented brie y in Sect[orj lll an@nd operational integrity. An attacker would be able to exploit a
the problem description is presented in Secfioh 1V. SegtipnWilnerability at any of the distributed agent sites to gain access
contains the main body of the analysis and results of this pamerd insight into how the whole organization is structured and
while it also presents in detail a case study that (numericallgdntrolled. In fact, even in the case of the motivating application
demonstrates the ef cacy of the reported methodology, anfiFig.[], distributing the planning capability among the agents
provides some additional insights. The paper closes withdaes not necessarily improve resilience, because the actions
quick overview in Sectiof VI. of the agents may bimterdependentThen if both robots are



involved in gameplay with the infant and one robot fails, theof attacks and system uncertaintie36][ In this approach,

the plan may be at risk. similarly to ours, the knowledge of the agent's dynamics is
Alternatively, the strategy algorithm can be maintained in r@ot required. Another instance where learning is utilized to

single, remote, and secured physical device. Such distribufgdmote resilience in a multi-agent system is a work where the

architectures that include physically separate and private cqmblem is formulated as a cooperative-competitive gaB g [

munication channels between unsecured and trusted processeshich the protagonists represent the target agents, and the

are the hallmark of separation kernels used in cryptographgtagonists, the failures of the system. The approach in the

and secure system desigR23], and have become morepresent paper, however, is unique in the sense that learning is

increasingly more prevalent given the trend for miniaturizatiomot merely a component of the solution;istthe solution.

of communication devices. Moreover, it has been argued that

they facilitate formal veri cation especially in cases of isolated I1l. TECHNICAL PRELIMINARIES

channels with different security levels [24]. . - . .

R . . A brief description of learning techniques for formal lan-

Along this direction one approach to making superwsor%

) . th tem nd the cl f lan Wi nsider
multi-agent systems more resilient to targeted attacks : L#ages, e systems, and the class of languages we conside

. ; . . in' this work follows next. The introduced terminology is then

centralized failuresd] suggests that in order to avoid system- : .
: o used to describe technically the problem tackled here.

level failure after leader decapitation, all agents need to learn

how they to behave in the context of the (unknown to them)

strategy their coordinator is trying to implement. In thaf\. Formal languages

approach, the strategy itself was given (or centrally devised) andan alphabetis a nite set of symbols; here, alphabets are
the agents were passive executors. The paper at hand depaftgred to with capital Greek letters (or ). A stringis a
from this line of thought by decentralizing strategy formatiomite concatenation of symbols, , taken from an alphabet.

to some extent, and by shifting some decision-making dow this sense, strings are “words,” formed as combinations of

to the level of the agents, whidearn optimal policies for “letters,” within a nite alphabet. A stringi is of the form
contributing toward the system-level task speci cation.

One proven approach to learn and form strategies under U= o 1 2 n such that each; 2
uncertainty isreinforcement learnindrL) [25]. While several For a stringw let jwj denote its length. Thempty string

RL algorithms may apply to a learning problem, few cap yhe string of length 0. For two strings v, uv denotes their

guarantee convergence rates as a function of the amountgf atenation. Let denote the set of all strings (including
training data. Among the ones that do, are those which arover alphabet , and ™ all strings of lengtm over . For
classi ed as probably asymptotically corre&ta(). Existing stringsviw 2, v is a substringof w if there exist some
PAC algorithms can be broadly divided into two groups: model-

g h & up 2 such thatu;vu, = w. The k-factors of a string
based algorithms like2g], [27], [28], [29], and model-free \, "genotedt, (w), are its substrings of lengtk. Formally,

algorithms BQ], [31]. Each group has its advantages and

disadvantages. Model-based is usually more ef cient when _ fu2 Xjuisasubstring ofvg; if jwj k
the state-space size of the system is not relatively large, whils(W) = fwg; otherwise
the ef ciency of model-freerL is much more in systems with

huge state-space size [32]. Subsets of are called stringsets, ¢einguagesBy default,

Neurophysiologically-inspired hypothese33[ have sug- all languages considered here are assumed to contain
gested that the brain approaches complex learning tasks ei@é@mmaris a nite representation of a (potentially in nite)
in a model-free (trial and error), or model-based (deliberat@nguage. For a grammd, let L (G) denote the language
planning and computation) fashion, or even combination 8¢nerated bys. A classof languaged. is a set of languages,
both, depending on the amount and reliability of the availabf®d.. the set of languages describable by a particular type of
information. This combination is postulated to contribute tgrammar.
making the process ef cient and fas84. A fast learning  In its application example, this paper will make use of the
process is particularly important in the motivating applicatiohocally k-Testableclass of languages3§], [39]. A languagel
of Section | (Fig. 1), since learning data on infant behavior 48 Locally k-Testable if there is somle such that, for any two
they interact socially with robots are sparse and can rarely $igingsw;v 2, if fi(w) = fi(v) then eitherbothw andv
aggregatedds]. Taking the aforementioned considerations int@re inL or neitherare. Thus a Locallk-Testable language is
account, this paper reports on the development of a new hyb@de for which membership in that language is decided entirely
pAC algorithm called Dyna-Delayed Q-learning(Q) [10], DY substrings of lengtlk.
which judiciously combines tweac algorithms: model-based ~For example, let = fa;bg andLyy, be the set of strings
R-max and model-free Delayed Q-learning. It can be sho/@er Which contain at least onebsubstring. In other words,
thatbDQ not pnly inhe_rits the best of tk_\e bpth worlds, but also Lwy = fbb;abb; bba; bbb; aabb; abba; abby;: : :
outperforms its constituent technologies in most cases [10].

This paper is not the rst where reinforcement learning isanguagel p, is Locally 2-Testable because for amy2
adopted to achieve resilience on a multi-agent system; offaether or notw is a member oL, can be determined by
policy reinforcement learning has been applied to learn tkeeing iff ,(w) containsbh In fact, L, belongs to asubclass
optimal solution to the synchronization problem in the presenoé the Locallyk-Testable languages for which any language in



the subclass can be described by a gram@&avhich contains A policy is said to beoptimal if it maximizes the value of all
a singlerequired k-factor; i.e.,L(G) = fwjG 2 fi(w)g. In states. The optimal policy is denoted and the maximum value
this casel pp is L(G) for G = fbly. This particular subclass of each state is denoteg, (s). The corresponding optimal
is used here in the context of application examples, since #isite-action pair value is also denot®g, (s; ), and we have
member languages can be learned from positive data irthatv,, (s) = max Q,, (s; ). One restricts the reward to take

straightforward way, as described below. values in[0; 1] without loss of generality; an equivalemibpr
with R(s; ) 2 [0; 1] can be built from anyDP with arbitrary
B. Language identi cation in the limit reward range [43].
The learning paradigm used in this work is thafi@éntica- A RL algorithm 5] is expected to converge to the optimal

tion in the limit from positive dat§40]. The particular de nition policy for an MDP, when the actual transition probabilities
here is adapted from earlier work (c&1]): given a language and/or reward function are not known. The procedure involves
L, apresentation of L is a function :N! L[ #, where exploration of thevbP model. AnRL algorithm usually main-
# is a symbol not in and is used just to mark a locationtains a table of state-action pair value estim&¢s; ) that are
in the presentation with no data—these locations mark thgdated based on the exploration data. Reinforcement learning
beginning or end of words in the text. Thenis a positive algorithms have been classi ed asodel-basedr model-free
presentation oL if for all w 2 L, there exists1 2 N such Although the characterization is debatable, the meaning of
that (n) = w. classifying anrL algorithm as “model-based,” is that and/or

Let [i] denote thesequence (0); (1);::; (i). A learner R are estimated based on online observations (exploration
or grammatical inference moduleiv) is an algorithm which data), and the resulting estimated model subsequently informs
takes such a sequence as an input and outputs a grammahercomputation of the the optimal policy. A model-free
learner is said t@onvergeon a presentation if there is some algorithm, on the other hand, would skip the construction of
n 2 N that for allm>n, cim( [n]) = cim( [m]). an estimatedupP model, and search directly for an optimal

A learningGIM is said toidentify a classL of languages in policy over the policy space.
the limit from positive dataf and only if for all L 2 L, for The probably approximately correatAC) analysis ofRL
all positive presentations of L, there is some poimt 2 N at algorithms deals with the question of how fastrnalgorithm
which cim converges ant (ciM( [n])) = L. Intuitively, given converges to a near-optimal policy, relative to the number of
any language i, GIM can learn from some nite sequence ofinput data points it operates on. AL algorithm is PAC if
examples of strings ih a grammar that represerits This idea there exists a probabilistic bound on the number of exploration
of learning is very general, and there are many classes of forrst¢ps (where input data come from) that the algorithm can take
languages for which such learning results exist. For reviews lgfore converging to a near-optimal policy.
some of these classes, s&@ [42). Thus, while demonstrated
with a particular subclass of the LocalkyTestable languages,
the results in this paper are independent of the particular cl
from which the speci cation languages of the agents are drawn
as long as the class is identi able in the limit from positive;h
data.

De nition 1. Consider that arrL algorithm A is executing

on MDP M. Lets; be the visited state at time sté@nd A,
otes the (non-stationary) policy that theexecutes at.

For a given > Oand > 0, A is aPAC RL algorithmif

ere is anN > 0 such that with probability at least

and for all butN time steps,

C. Reinforcement Learning vQ‘(st) vy (St) : (1)

A nite Markov decision processMDP) M is a tuple
fS;A;R; T; gwhereS is nite set of statesA is nite set of
available actions in each sta(s; ) 2 [0;1] is thereward
assigned to performing action in states, T(s; ;s 9 is the
probability of transitionfrom states to states® by performing IV. PROBLEM FORMULATION
action ,and 2 [0;1]is adiscount factorA policy isa map '
that assigns actions to states i.e:S! A. In other words, Consider a system consisting of a high-level coordinator
the policy determines which action is to be executed in eadgader), indexed, which is networked to 2 N sub-
state. Thevalueof states under policy is denoteds,, (s) and ordinate agents. The system operates in discrete time, with
is de ned as the expected sum of discounted rewards, whedch step being completed once subordinate agents perform

Equation(1) is known as the -optimality condition and
N as thesample complexityf A, which is a function of
ISHLYEEHEE

the is executed, expressed as (synchronously) their action. The index of an agent belongs in
( % ) asetK, f1;:::; g
vy (s)= Ew R's; (s) + R s (s) : Agents model themselves and their environment in the
=1 form of nite transition systems. Each agenthas is own

set (alphabet) of actions, denoted, and all the states in
which the agents' environment can be at are collected in
a nite set . In the rehabilitation study referred to in

) Section |, the humanoid robot's actions could be, for ex-
ample, f walk toward child walk away from chilg waive hangl
make soungdpush buttorg; the wheeled robot's action set could

where the discount factor re ects the preference of immediate
rewards over future ones. Similarly de ned is the valuestaite-
action pair (s; ) un(%er policy :

Qu(s; )=Eum R(s; )+ 'R s; (st)
t=1



be something likef runto child, runfrom child climbramp algorithms implemented as part of the reported solution provide
make sound ash lightsg; simpli ed environment states may in-convergence guarantees under reasonable assumptions on data
clude the infant makin§progress toward goahotresponding collected. Speci cally, the agent controller suggeste@As:
looking atrobog. The agents’ common environment imposethere are guarantees on how close its computed policy is to
conditional effects upon which actions can be executed abaing optimal, as a function of the algorithm's exploration
given environment state. The dependence between agent act&teps. The agent'siM, on the other hand, is known to be
and environment states is assumed Markovian: the actions tbamputationally ef cient (it can update its hypothesis based on
are available to each agent depend only on the current wotled previous one and current data point in polynomial time),
state, while the next environment state depends entirely consistent, conservative, and strongly monotonic [44].
how the agents act at the current state. One of the key technical challenges addressed in this paper
The systems' acceptable behavior (system speci catiois) the ability of the agents to reconstruct their speci cation
is understood as a formal languade consisting of nite language from locally learned knowledge. This is a question
sequences of agent action pro lés which for algorithmic of signi cance in a number of different contextdq], and
expediency reasons will be assumed to belong in some welhich in the framework of the present discussion nds an
characterized family of sub-regular languagé%. [Words af rmative answer. The mathematical proof of this latter claim
belonging in the speci cation language represent admissibifeconstructive. The key to developing this proof is practically
system action plans. Projecting an action pro le sequence, iorthe structure of the object types de ned, and in the operations

action input sequence followed by ageérdnd is denoted\hii .

During normal operation, the agent controllers select & Formal Models for Agent Dynamics and Speci cations
action to perform at a given world state and query the Consider 2 N o agents indexed bi/2 f1:::::
coordinator if the particular action is licensed (permissiblg}gent dynam
under the system speci cation. Formally speaking, an action

is licensed, if it the concatenation of all previous actionBg€ nition 2. A transition system is a tuplé = Q; ;!
including , forms a pre x of a word in the speci cation With
language. If the action is licensed, the coordinator allows the
agent's controller to execute it, and will offer the agent a reward
if the action brings the system closer to satisfying its objective.
If the action is not permitted, the agent controller is notied A runin T of lengthn is an interlaced sequence of states
to exclude it from the set of available actions at that that statexd actionsyy 11 ::: n in which for everyl < i n

The goal is to design an algorithmic mechanism that enabl@s 2  such thaf(qg; ;qi+1) 2! . A traceis the sequence of
the agents to (i) discover autonomously (with the minimaction symbols used to generate a run; e.g., the trace associated
guery-like input from their coordinator) how to satisfy theiwith arung 11 2% 3G iS 1 2 3. Traces will also be
system speci cation, and (ii) reach a state where they caeferred to as input words. path is the sequence of states
not only maintain normal operation in the absence of tlecountered along a run; e.g., the path associated with run
coordinator, but alseecoverthe system speci catiol\ that ¢ 1 2 30 iS G i &g G- The collection of all runs that
dictates the whole set of acceptable system behaviors.  can be generated by a transition system is referred to as its
behavior In view of this, the transition system that generates
every run that an agent can produce (i.e., can reproduce its

behavior) is referred to as thmpacityof agenti:

The general technical strategy is to employ a new, computa- . . , . .
tionally ef cient reinforcement learning method to addres®® Nition 3. The capamtyof agenti Is a transition system
objective (i), and uniquely combine it with grammaticalli = & ! i with
inference methods to achieve objecti¢. The computational : '
architecture suggested is illustrated in Fig. 2. The gurei a nite set of actions
depicts the ow of information between the distributedq ' i il the transition function.
reinforcement learning agent controllers, the1 running on Symbols in  are understood as (world) states in transition
each agent, and the system's coordinator. systemT;, in other words, they express the state of the world in

This paper shows that under the minimal guidance of téich the agent is operating. Agents are operating in a common
system coordinator (allowing actions and giving rewardsyorkspace and are therefore assumed to share alphabet
individual agents can learn optimal policies for satisfying the Generally speaking, transition systems are accepting whole
unknown (to them) system speci cation, and in the proce$amiliesof languages. However, once initial states and
decode (some of) the rules that constrain the system's overalil states F are marked o, the transition system
acceptable behavior. Thus in the event that the coordinabmcomes an automatoh that accepts a specic (regular)
goes of ine, and as long as the agents' learning algorithnienguagel_. Let T; be the automaton derived from whenall
have suf ciently converged, the agents will be able to continugtates are marked as both initial and nal, i.e5 = F,
to operate on their own—assuming they can still synchronizeln the context of this paper, the process of marking particular
their actions as they were doing before. In fact, the learnimgjtial and nal states is thought of as a product operatidf] [

ics are modeled as transition systems derigted

a nite set of states
a nite set of actions
:Q I Q the transition function.

V. RESILIENCE VIA LEARNING

a nite set of ( world ) states



Fig. 2. Conceptual diagram of the architecture, information ow, and learning functions that enable a form of learning-based resilience in multi-agent
supervisory systems.

between the transition system, and a langusggeci cation constructed as an outcome of a special product operatiém

automatonT,, = hG;; G!;GF; ;! ,i. the form

De nition 4. The speci cation of agenti is an automaton To=Te, Te

Te, = Gi; GG ;! L, with which will be referred to assynchronized productThis

G; a nite set of (internal ) states operation is new in the sense that it is not identical to the

G G a nite set of initial states standard automata product operation (ef6]]. Here, the

GF G a nite set of nal states operation enforces synchronization on a component of the
i a nite set of actions state of the factors, rather than their actions.

LLiG il L G the transition function. To de ne the synchronized product operation, consider rst

Agenti behaving in a way consistent with its speci cation idUSt tWo agent constrained dynami€s, andTc,, that share
understood as having the words (traces)Tobelonging inL;. 1€ same spac® as the rst component of their state space.
The capacity of the agent, as constrained by its speci catidh@call the standardrim operation on automata, which
is encoded in the product automatdg, = T; Ty,, where simpli es the system by retaining only its .accessibimd co-

denotes the standard product operation on autord#ia [accessmlé states and de ne the synchronized productTef,

referred to as theonstrained agent dynamics andT,, as follows.
De nition 5. The constrained dynamicsf agenti satisfying D€ nition 6. The synchronized product of automataTc,
speci cation T, is an automaton and Tc, is the automaton
Tc, = Gi; Gl G !¢ @  Teios Ter Te
; . | .
having as components . Trim (Q FGl FGZ' Q G Gy
Gi a nite set of states Q Gi Gy 1 2itcl.) i (B
| ) o
GiF a n!te set of initial states |\ hare the map
G; a nite set of nal states
i a nite set of actions l'e, ,0Q G1 Gy 1 2! Q G Gy
I e G il G; the transition functiori. . 0 0n 0N i .
associateqq; a; 92) to (g% 0i;03) given input( 1; 2), an
afor ; 92 ,9;°2 Gj,and 2 j,one has ! | eventdenotedq;q ;) (22 c, = (% gd;0)), if for g2
on g! Li gO: (1g)| Ci(O;gO)_ Q, 912G13g?, 922623g(2), 12 41, and 22 5,
the two automatd ¢, and T, satisfy(q; ) ! * ¢, (o dd)
B. Formal Model for the Coordinator and (q; @) ! * ¢, (d%g9), respectively.

The closed-loop (controlled) behavior of agerns supposed  The operation is extended inductively to more factors:
to satisfy speci cationT| ;. The closed-loop system, which is
consistent with the speci cation, i§c, . However, since agents Tc, Tc, Tc, Tc,
are not supposed to have knowledgelLof(or, equivalently, = (Te, Te,) Te) Tc,) :
TL,), the product operation yieldin§c, cannot be performed
locally by each agent. Instead, the agents get permission tdVith that de nition in place, the automatofy realizing the
execute their actions by eoordinator (Fig. 2), which can coordinator can be de ned as follows.
be envisioned in the form O.f an automatép that generates_ IAccessible states are all states that are reachable from initial states.
all traces of admissible action pro les (acceptable behav'or)zCo-accessible states are states from which there exists a path to a nal
that the combined system can exhibit. Automal@gncan be state.



De nition 7. The coordinatoris an automaton In general,bDQ integrates model-based R-max, and model-
free DelayedQ-learning, while preserving the desirable features
To = G1 G, G G'; of both. TheppQ algorithm, as modi ed for supervisory multi-
Gl GF: | i agent resilience applications, is summarized in the pseudocode
of Algorithm 1. This algorithm maintains state-action value

with components estimates of theQ matrix, initially set to their maximum

gll g, Z 2::2 2:: SI isr:ftlitslsstates?‘ possible valuevmax = 72—. The assignment in 1in@6 of
G}: GF a nite set of nal stated Algorithm 1 is termed aype- update while the one appearing
1 2 nite set of action bro le< in line 51 is referred to as &pe=2 update A type-1 update
| 1 G G P uses than; most recent experiences of a state-action (&ir)
T ! to update the pair's value, while a ty@edpdate is realized
. . . through a value iteration algorithm (functidA in line 47) for
G G the transition functiort. thosegstate-action pairs thagtJ were eg(perienced at m@;t)mes
aGl G based on the maximum likelihood estimation of transition and
bGF G reward functionsf andR (e.g. if n(s; ;s 9 is the number
¢ An action prole is a tuple of symbols from agentsof times that a transition froms to s° occurs by performing
alphabets. action in's, andn(s; ) is the total number of times thatis
dFor i;; 2 , a transition | ) ; occurs if performed ins, thenT (s;";s 9 = ”ff(;s;;s))). The result of this
(i k)2  forallk 2K. latter value iteration at timestepis denotedQ}! (s; ). The

The function of the coordinator is to hold and communicatealue iteration is set to run fofE=(20- ) jterations, with
the rules of behavior for the whole system. The coordinathable parameter, which guarantees the desired accuracy on
approves and licenses the sequence of action pro les of ik resulting estimate (se@Z, Proposition 4]). A typet update
subordinate agents, as they attempt to optimize their behavisuccessful only if the condition on lir@5 of the algorithm
through therL algorithm described in the following sectionholds. The condition is set in a way that all successful type-1
Speci cally, the coordinator collects all proposed actions frordpdates necessarily decrease the value estimate at least by
its subordinate agents, attempts to run the proposed actiorF 3 2. Similarly, a type2 update is successful only if the
prole on Ty, and if it can, it allows the agents to executgondition on line50 of the algorithm holds. The Boolean ag
them. If not, the agent with the non-compliant proposed acti¢garn(s; ) regulates typé- updates for pai(s; ), allowing
has to substitute it with an alternative. The coordinator do#®m to occur only ifearr(s; ) =true . The ag is set to true
not reveal to the agents which actions are allowed at each stétitally, and is reset to true whenever either some state-action
it only approves the actions that can be executed, rewards thpg# is updated or experienced, times. The ag ips to false
with which the system makes progress toward its objectivéien no updates occur within a time window in whigd) )
and noti es agents who may be repeatedly visiting a worlig experiencedn; times but the pair's subsequent attempted
state of whether 2 Q they have visited a differentersion update fails. TheobqQ algorithm is also tunable via its;
of g in their (unknown to them) constrained dynamits,, and m. parameters, and is practically reduced to Delayed
depending on the unobservalge2 G; component of their Q-learning form; = 1, and R-max form; = 1 . It can be
constrained dynamics state. As it will be illustrated shortighown [L0] that by selecting appropriate values for andms,
the information the coordinator communicates to the ager®®)Q is not only PAC but alsopossesses the minimum sample
namely (a) the approval of actions, (b) the distinctions betweéamplexitybetween R-max and Delaye@-learning in the
world states, and (c) the reward on progress toward the systé®rst case—often, it outperforms both (sé®,[Theorem 2]).
objective, are key not only for theL to construct the optimal
policy, but also for the ef cient identi cation of the overall

system behavior rules. We assume that all agents independently implemenba

algorithm in a synchronized manner to optimize their local
] ) ) behaviorwithout knowingtheir actual constrained dynamics,
C. PAC Learning for Running Optimally under the supervision of the coordinator. The modi cations
This section illustrates how a new sample-ef cigxit algo- that involve the interaction of eaahbQ implementation with
rithm nameddDQ (Algorithm 1) [10] is modi ed appropriately the coordinator are contained in linés 21 of Algorithm 1.
here for application in the present context. Before an agent tries out an action that is suggested bybge
Strictly speaking, amL algorithm like DDQ is designed to algorithm, it checks with the coordinator to see if a particular
operate ormDPs, whereas the agent models of SectibA action is allowed at that state (liné% 18). If an action is
and the languages they generate are purely deterministic. Tio¢ allowed, the corresponding-value is set td) to make
agent dynamics are hereby expressed by transition systesuse that it will never be chosen again there. To ensure that
which can be thought of agbpPs where transition probabilities agent action pro les keep the system synchronized on world
are one. Obvious, albeit nontrivial, extensions to probabilistatates, the coordinator allows one agent at a time (taking turns)
automata and stochastic languages can be contemplated; thesenplement its greedy action choice, and forces all other
extensions, however, remain to this point beyond the scopeaafents to choose allowable actions that are compatible with
this paper. the greedy agent's successor world state (lih@s 21).



D. Reconstructing the Coordinator's Language

Algorithm 1 The DDQ algorithm
1: Inputs: S;A; ;m 1;ma; 15 2
2: forall s; ;s%do

For computational expedience, the paper assumesTthat
generates a languadg that belongs to a particular subset
of Locally k-Testable class of languages (see Section IlI). In

i: Sg ; \(/)max . 'u;ré'gil(')zreaie\r:?;’s; Li)ét;t;nsa;(;T;pn;- this subclass, each string contains a spei-tactor. In other

5 I(s: k )y o  counters words, if z is the rngred«factor, then any stringv accepted

6: b(s; ) O . beginning timestep of attempted update tylpe- by T, can be Wr.lt.ten asv = uzv whereu; v 2 .

. lear(s: ) true . leam ags If s a p05|_t|ve prese.r.ltla.ltlon df;, and ;[m] is the

8 s ) 0 . number of timegs; ) is tried sequence of the_ images bf: m un_der i, then the set of

9: rs; ) O . accumulated reward by execution ofin s faCtO!’S n the string () associated with 21 1 mg with

10: end for i kis

11: t 0 . time of the most recent successful timestep  f,,  (r) = z2 :< j9u;v2 o (r)y=uzv @ (4)

12: for t =1;2;3;::: do . . . _

13: let s denotes the state at tinte The learner that identi ed; in the limit can be compactly
14: choose action =argmax o;a Q(s; 9 denoted as .

12 whHS(zSi;%)fi\I:)owed actions ofg do oM [m] = oo (r) - )

17: =argmax o Q(s; 9 =t

18: end while The learner has converged when it has identi eckafactors

19: if not greedy turn and joint action not allowgien  that the strings in the target language are supposed to have. For
20: coordinator licenses a different consistent action €xample, knowing that there is only okefactor that needs to
21 end if be found in all strings oE;, one can directly determine that the
22:  observe immediate rewardand next state® learner has converged for some2 N whenjcim  [m] j=1.

23: n(s; )= n(s; )+1 and Let asymbol vectow of length , be de ned as an ordered
o4 r(s; )=r(s; )+r collection of symbols arranged in a column format, where at
25 if (s; ) t then locationi 2 K symbol ; 2 ;. To save spacey may be

26: learr(s; ) true written in row form asv=( 1; 2;:::; ). A concatenation

27 end if of symbol vectors of the same length makesaay. The array

8: if learn(s; ) =true then has the same number of rows as the length of any vector in this
29: if I(s; )=0 then concatenation. Every distinct vector been concatenated forms a
30: b(s; ) t columnin this array. A vector is a (trivial) array with only one
31 end if column. A row in an array is understood as a string. Thus an
32 I(s; ) I(s; )+1 array can be thought of being formed, either by concatenating
33: U(s; ) U(s; )+r+ max oQ(s% 9 vectors horizontally, or by stacking (appending) strings of the
34 if I(s; )= m, then same length verticall§.

35: if Q(s; ) U(s; )=m; 2, then De ne the classAk , of symbol arrays withjKj rows and

36: Q(s; ) U(s; )=my+ 1 andt t 2n2 N o, columns over the set of symbols[ Q[ . More

37: t ot speci cally, constrainAx , to contain arrays produced as
38: else if(s; ) >t then (horizontal) concatenations of smaller arrays of the fair"

39: learr(s; ) false n<1 where

40: end if — e e . .

41: UGs; ) Oandl(s; ) O a=( q_l’ q2 ) 2 :92Q

42: end if b=( 1 202255 )2

43:  end if The setK will be called thesupport setof the class. The
44:  if n(s; )= myort=1t then support set of a class is used to index the rows of the arrays
45: t t belonging in the class. To keep track of those indices, the
46: for all (5;7) with n(s;~) m; do arrays from a particular class are annotated with the support
47: QusT)  VI(Q;TiR) set of this class. For example, wikh= f1;2;:::; g, an array

48: end for Ak n 2Ag , is written as

49: for all (5;7) do 2

50: it Qu(s:7)  Q(si) then Mo s iGn ze  n iGm i o

51: Q(E:7)  Qus) Ac =14 : ®6)

52: depd If Oqll 0 :. 1 lq'; 1 :’Z . n 1q'§l‘l 1 ;I.'1 K

53: end for

54: end if 3This notation distinguishes vectors from arrays and strings; strings are
55: end for (horizontal) sequences of symbols without delimiters, but when writing a vector

in row format, its elements are separated with a comma and are enclosed in
parentheses, while an array is denoted with square brackets.




In general, elements iK need not necessarily be consecutiv@o this end, let : K!f 1;:::; g be a one-to-one and onto

integers as in the example above; it is assumed, however, timapping for = jKj. Then for

they are arranged in increasing order. 2 3
Each clasAk n is assumed to contain trempty array , Qo 1

which is a trivial array with no columns. To ground the concept Ak 2= 8 : : £,

of an arrayAx n in the context of transition systems, assume g0

for instance that all agents share the same stat® satd set

= Q. Then rowi of Ax » may be a trace for agerdt, de ne A . _ .
while every second column is an action pro le for the agents K 2l Q@m0 () - ™
in the support seK, which has to be executed synchronously Ac 1= (the empty string), thedq 1Hi, ,8j 2 N.
by all agents. The extraction operation on arraé n» is now de ned

A run on a synchronized product is a sequence of state-acti@idyrsively based on (7) as follows.
pairs of the form(q; a; g)( 1; 2). We will call folding the
(invertible) operatiorf that rearranges a tuple of this type and 2, Ak n =
maps it in the form of &2 2 array: Ax nhji, S n; 2K
§oda 1 "Bk (n pjibmyi; Ak o =[Bk (n 1 hl:
a@ 2 Consider two array classe8, , andA; ,, that have the
sgme row lengtt2n, and non-intersecting support s¢t§ =
?.Let :I[J!f 1;:::;j1[Jjg  be a monotonicity-
preserving mapping, in the sense thét) < (j) ( i<j.
An algebraic equivalent of the synchronized automata operation
on arrays now takes the form of tineergeoperation . The
(binary) merge operatiod, , A; , yields a third array

(@:a:3)( 15 2)
The folding operation is naturally extended to runs, so th

arun onTc, Tc, involving m transitions maps unddr
uniquely to a2 2m array:

(%5910, %2:0)( 115 21)  ( 1ms 2m)(Gn;Gum;92m)

Do 11 On 10m 1 1m . A, [ whichisemptyf9(i;j) 213 : A ,hi 6
B %o 21 On 1%m 1 2m A; oHi , and otherwise satis es

(The nal state is dropped but can readily be recovered ( . )

through! ¢, ,, or equivalently from ¢, and! c¢,.) Thus, A nfki = A ohki; k21

the sequence of action pro les is rearranged as a concatenation Ap  nhki=A; phki; k23

of column vectors, interlaced by columns that have as element§ \J 6
the states of the factors associated to each action. Assume now thalic,,....Tc execute synchronously
With the aid of the folding operapon, the effect of the[ransitions, producing the following runs
synchronized product on the behavior of its two factors Is
revealed under a new light: the synchronized product is a types = 0010 1.1 1011 1.2 2012 1n nOin (8a)
of parallel composition that synchronizes the two automata ony, =
their world (sub)state in . This may already be obvious
from De nition 6, but the folding operation also allows : (8c)
an equivalent algebraic characterization of the synchronized - G0 1 1G:1 :2 2G:2 n nQn ;. (8d)
product operation. B T ’ ’ ’
The synchronized product operation essentially merges a mhich are re ected on rumg on To:
from each automaton (where states are synchronized relative
to their word substate component) into a two-row array. Thefo = 0910 9;0 11 71 1951 951 12
mechanics of this merging operation on arrays are formalized ., 2.2 9n 1 1n n nOn Q9n : (9

in terms of two primitive unitary operations, one on stringsh foldi ) Id It
and another on arrays. The folding operation omg would result in

= ?, the merge operation defaults ta

0920 221 1021 22 2022 2n n Q2in (8b)

2 3
A string u formed with symbols in an alphabet can be 0910 11 10u1 12 no10in 1 im
projected to © | by “deleting” all symbols in the string £(r) = §° 920 21 1@21 22 n 1020 1 2n Z
that do not belong in % The projectionto ° operation is : : : Co : :
denoted$ o: ! 9, and de ned inductively through the 09:0 1 1851 ;2 noifn 1o
following mechanism described here for a 2-faaor sa: On the other hand,
8
2, u = f(ry) =[ o9u0 11 1011 12 20152 1n |
un '’ >$ o(s); u=sa a62? : f(r2) =[ o920 21 1921 2.2 2022 2n ]
"$ os)a; u=sa a2 °
Theextractionoperation on a (honempty) symbol arréy 1 f(r )=[ o9:0 1 189:1 ;2 20:2 o]

over [ Q[ ,isdenedasamappindgg 1! Q
from symbol arrays of dimension 2 to strings of lengtt3. “4Recall thatk may not necessarily contain consecutive integers.
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and with withK = f1;:::; g and being the identity for Lemma 1([9]). Ay n» fLig2a \A o fLjga =

simplicity, the merging operation yields A n fLkGap
f(r1) f(ri) f(r ) A direct next logical step is to ask whether it is the case that
0010 11 1011 12 o 10tn 1 im 3 when all agents intersect their hypotheses obtained on which
8 0020 21 1821 22  n 1Gn 1 2m Z their individual learners have converged, the resulting array
= : : : T : : ' class would be identical to the one that a single hypothetical
0G:0 .1 10:1 12 no10n 1 . GIM would produce if it had access to all action pro les. The
since$  f(r) =$ f(r}) = o012 L oaforij 2K. gllr(r)nvgg\g/;elemma con rms that the answer to this question is

The subclass oAk , in which every arrayA satis es T
$  (Ac ntki) 2 Ly for a family of formal languages Lemma 2 ([9]). .« Ak n(Li)= Ak n fLigi2x«
parameterized bk 2 M K | is denotedAx , fLiGiam

Assume now that everyL; belongs to a lattice class of . . . .
formal languages44]. Then aGIM can be constructed for 2gents can communicate sharing their speci cation language

every ageni 2 K to identify L; in the limit from positive hypotheses and reproduce the specication for the whole

data. Each agent trace licensed by the coordinator constitu@¥Stem- This information sharing is not particularly taxing;
a positive datum, and if enougjidata are presented @m;, the languages considered are regular, which means that
the learner will converge tb; in nite time transmitting merely a single regular expression is suf cient to

1 . . . .

Imagine a moment in time when the hypothesis (outpuﬁ)?”vey the speci cation of their target [anguage. Any ager_1t
of every Gim has converged to its hypothedls about its with knowledge of the regular expressions generated by its
speci cation language.;, and [*; L;. Without loss of teammates is capable of reconstructing the combined system
generality and for clarity of exposition reasons, we will assunfP€Ci cationAx n (fLigiz« ). The theorem that follows com-
that all agent speci cation languagés belong in the same bines Lemmas 1 and 2 and codi es the statement above.

language class, in which case all agents can run sepamfgposition 1 ([9]). Assume that for each 2 K, a gram-
instantiations of thesameGiM,® so that we can simplify matical inference module running on inpus , (A[m]hii) for
notation by not differentiating between grammatical inferengg 2 A has converged on a language for large enoughm 2

modules on different agents. N, and denoteAx ,(L;) the hypq{hesized target language of
The question now is: can the agents, having knowledge &jenti. ThenAx n(fLigik )= o Ak n(Li)= A .

their own speci cationfeconstructTo by communicating? The
sequence of mathematical statements that follow provide an )
af rmative answer to this question. E. Implementation Study
Consider a sequence of runs like those(&), produced To see how the resilient learners are expected to work on
by the repeated (synchronized) executiorpofQ algorithms a concrete example, assume that every agent speci cation
on each agent 2 K = f1;:::; g, overm 2 N different languageL; 3 $ . (Axhi) belongs to a subclass of Locally
episodes. For agemt2 K, the sequence of runs would be2-Testable languages, having gramm@rshat consist of a
denotedfrig™, , fri[l]; ri[2]; :::;ri[m]g. Then thecim of single 2-factor, i.e.G = ff 1 kggfor m; «2 ;. Thisis
agenti will be presented with the positive data presentatiora very speci ¢ learning target class, chosen here for expedience
- . . of presentation—in principle, the reported approach applies to
=18 RS (2D S (nimDg maI?]y formal Ianguage clapsses in th(ffamily (g‘plattice-stlral?ctured
denoting i[j], $ (ri[i]). The convergence assumption nowhypotheses spaces, which have been demonstrated to admit
translates td. cim( j[m]) = L;. well-characterized VC-dimensiond4]. It is assumed that the
At this point, and without any additional informationclassof languages in which the target speci cation language
about its teammates, agentgenerically hypothesizes thatpelongs to, is common knowledge.
the system behavior as encoded in the coordinator consist¥he particular speci cation languages considered here,
of f 1 Ax » fLig , i.e,, runs associated with a 2n contain strings that include a single particular substring (2-
(with n arbitrarily large but nite) array class, where row factor) anywhere in the symbol sequence. The objective of a
contains runs with traces in the hypothesifhd(and due to gm targetting languages within this class is to identify that
(i = L, therefore accepted byc,) and any other row particular 2-factor: knowledge of this factor theoretically allows
features elements ¢f  Q; ;)" with projections onto  the generation of any string in the language. With knowledge
that agree with the projection of roiv that the speci cation language of ageris essentially generated
The following lemma ensures that if two disjoint subsets Qfy a regular expression of the form, « for m; « 2 i,
agents intersect the array classes they each hypothesize agHB@gent'ssim tries to infer the 2-factorm; «. The inference
coordinator's language, they obtain exactly what they woulilrategy is different depending on the target language class; for
have learned if they had been observing each other's actiqreally 2-Testable languages, for instance, the learner would
and running a combinedim. break each string presented to it as positive data into its 2-
SFor the . . Factors, and intersect the 2-factor sets from all presented strings
particular language subclass, a handful of positive examples . .
generally suf ce. to nd the common elements. If a suf ciently diverse set of
6This assumption can be directly lifted without impacting the analysis. Strings is presented to the learner, the intersection would contain

In light of Lemma 2, once all agerdim have converged,
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only the 2-factors in the gramm@&;, thus identifying the target Sz
language; the learning algorithm would have converged. In the su

particular case considered here, we know that the gran@nar
has only one 2-factor, so when the aforementioned intersection

S12
has cardinality one, wknowthat ourGiM has converged. C@) Si1
\/
S10

S10 S12 S10

Consider therefore two agents, with capacifigsand T»;
the transition systems of the capacities of the two agents are

shown in Fig. 3. The two agents share the same (discrete) (a) Speci cation automatof, ,
world state set = f g; 1; 20. Agent 1 has alphabet
. S22
1 = fs10;511;5120, while agent 2 has alphabet, =
fso0;S21; S220. Both agents are supervised by coordinakgr Se1
which determines the desired behavior of its subordinates. S0 S2 @

S22 O
(——)
\_/
S20
(b) Speci cation automatoiT |,

Fig. 4. Automatal_, (a), andT_, (b), encode the speci cations for agents

1 and 2, respectively. Thick single circles denote initial states; double circles
denote nal states. Input strings for agent 1 belong to the speci cation language
if they contain the 2-factosi2s11. Input strings for agent 2 are consistent
with that agent's speci cation if they contain the 2-fac® s21 .

S12 S11

(a) T1: capacity of agent 1 depicted in Figs. 3 and 4 is shown in Fig. 5.

S20 It is worth noting that the product operation between the
agent's capacity and its speci cation createsque perspectives

of a world state, from the point of view of the individual
agent: for example, not only does world statehave different
semantics for agent 1 compared to agent 2, for the two agents
are trying to achieve different things, but there can be different
instantiations of ; for the same agent depending on what stage
in its path to satisfying its speci cation the agent visits that
same ; state at. Since the agents are called to optimize their
behavior through the@pq algorithmwithout actually knowing
their constrained dynamics, it is necessary for the coordinator
to communicate with the agents and provide the information
needed to disambiguate between their different world state
Fig. 3. The capacity of agenf (a), andT (b). Since in a transition system jnstantiations. The coordinatdf, is formed by taking the

all states can be thought of as both initial and nal, they are marked in ﬂé‘i/nchronized product 6fc, andT¢,, shown in Fig. 6.

gures using circles drawn with double thick line.
During the learning phase, when the coordinator is still

The desired behavior for an agent is its language spegperational, at each step an agent requests permission from
cation, and is encoded as an automatdn:, for agent 1, the coordinator to implement an action and the coordinator
and T_, for agent 2, and shown in Fig. 4. The labels oficenses it by offering a reward if that action contributes to sat-
each speci cation automaton's states are (almost) arbitrasfying the agent's speci cation, or rejects it if it is inconsistent
integers: the only consideration in the assignment is so theth the agent's speci cation. Without originally knowing their
the states of the two automata can be distinguished. Here,dpeci cations, agents may attempt longer sequence of actions
Gy = fau1;012;0139 f 1;2,0g and G, = fgor1; Go2; 0230 toward their goals, but as time evolves and they learn from the
f4;5;3g. The languages generated By, and T, belong rewards passed down by their coordinator, they progressively
to the specic subclass of Locally 2-Testable languagesach their goal over shorter and shorter paths.
considered: the speci cation language for agent 1 containsa ryn in the coordinator is an action pro le sequence that
all strings that haves 11 as a substring, while that for agentconstitutes a plan of action for the subordinate agents. After
2 includes all strings that have the factp sz1. translating tuple labels into strings (dropping parentheses and

Taking the product of the agent's capacily with its commas), this plan takes the form (9). One example is:
speci cation T, produces the constrained dynamics of the

agent, T¢,. (Of course, neithefl., nor T¢, are known to
agenti.) The result of the product operation for the systems;1.oq = 114 S10S20 114 S12S22 025 S11S21 003

(b) T,: capacity of agent 2
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(S12; 522)

(S10; S20)
(S11;521)

(s115521) .
(S10; S20)

(S10:S20) /_\Q
@ (1:14) (1:25)
(S10:S20)
(S10; S20)
(5112&
(S10:S20)
(S11;521)

(S12;522)

S12; S, .
(Sr2i522) (S11;521)

(s12; 523)

(S11;521)

(s12;522)
(S10; S20)

(S10; S20)

(a) Constrained dynamicBc,

@ . Fig. 6. The automatofio of the coordinator. It is produced @ = Tc, , =
Te, Tc,-
S20 s20
S20 algorithm running on both agents, and although drawn a little
(2:4) Sa1
2

)=

@SH\ (a differently, the automata of Figs. 5(a) and 5(b) are very similar

) . . L .
in structure. The particular execution involved 105 accepting
\ runs through the automaton of Fig. 6 before timQ algorithms
. S2 converged to their optimal policies. During this learning phase,

S2
the bDQ algorithms produce positive data (each accepting trace
0

0
S21 /
= is one positive sample) for theim running on each agent. It
s > typically requires a fraction of the presentation produced by the
o1 DDQ algorithm for theGim to identify the agent's speci cation.
S20
S20
S22

(;

S20
S21
S

Different runs that agents can generate after coordinator failure
are marked with different line types in Fig. 8, starting from
initial states (thick single circles) and following shortest paths
to nal states (double circles).

An example of this inference process is illustrated in Fig. 7.
Fig. 5. The constrained dynamics of agents 1 and 2.Tg): = T1  T.,; Referring back tq10), the rst data sample presented to the
(B):Tc, =Tz Ti,. GIM of agent 1 was

S21

(b) Constrained dynamicsc,

1(0) = 11 S10 S10 S10 S11 S10 S10 S10 S12 S11 ;

which in tabulated form (as in (6)) looks like ) ) _
which can also be written & | As1.54(0)N1i .

114 s10 114 s;z 025 su The 2-factors of string 1(0) are

Af1;29: 114 sy 114 sy, 025 sp1

In practice, the action pro les are produced in a distributed f2 2(0) = 7811810 S10810; S1081a; S105123 $1251 |
fashion by theppq algorithms running on the agents. In ongvhich can be seen in the leftmost box in Fig. 7. At this stage,
example combined execution of the learning algorithms, ti@m the viewpoint of the agent'sim, there can be a set of
very rst run attempted (one can trace it in Fig. 8) was possible speci cation languages, each generated by one of the

A 12a(0) = 1450 014 S1 114 S10 114 81 114 Sus following regular expressions:s;1S10 , S10S10 » S10S11 »
;29\Y) =

0ld sp1 ol4 s 114 Sp 114 Sy 114 Sy S10812 , S12S11 . There were thus ve different hypotheses
214 s10 014 s10 114 s10 114 s12 025 s11 . 1 1 i
214 e Clped lgeN a2 viar 1 (10 for the speci cation language of agent 1. The next accepting

i ) ) trace thatbbQ running on agent 1 produced was
It should come as no surprise that the action pro les includes

actions with matching indices: it is the same exacqQ 1(1) = s11 S10 S11 S10 S11 S10 S11 S12 S12 S11 |
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One immediately con rms that this is indeed the speci cation
language of agent 1 (see Fig. 4(a)). At this time, agent 1 does
not need the coordinator any more to tell it what it can or
cannot do; it can comput€_, and pursue the satisfaction of
the system's speci cation independently.

T (s12i522)

(S10; S20)
(s11;S21)

(s11:521) .
(S10:S20)

@ (S10; S20) @
,,,,,,,,, N -
s (S10; S20)
(8107 S20) ! <
(512:822) AN
v
(S12; 522)

. (s115821)

(5125 523)

o (s111821)

(S117521) p (S105S20)
(i) .

(S12;522)

(S11;821) ’

(S12;522)
(S10; S20)

(S10; S20)

Fig. 8. The automatoiio of the coordinator. Lines of different type indicate
Fig. 7. The inference path that ttem of agent 1 follows to identify the the runs that the agents can produce on their own once they have learned their
agent's speci cation. Thesim of the agent receives the samples in a temporapeci cation languages, after losing their coordinator. The paths they follow
order as arranged in the graph from left to right, and whenever the néwplement the fastest ways to satisfy their task speci cations.
sample carries additional information about the identity of the 2-factors that
generate the target language, it makes an updated hypothesis (inference). The
depth in the graph of each hypothesis corresponds to the cardinality of its
associated grammd. When the grammar's cardinality reduces to one, th Discussion and Outlook
GIM converges. The inference path for thev of agent 2 is almost identical. . . . .

At rst sight, the automata product operations involved in

the analysis above might appear to contribute to an increase

that generated a new set of 2-factors in computational complexity with the number of agents
or the size of the agents' automata. In truth, the product
operations are utilized for mathematical analysis—not for
which are included in the box in Fig. 7 immediately to theystem implementation. Computational complexity challenges
right of the leftmost one. Now the set of possible speci catiomay persist in relation to the realization of the coordinator
languages is narrowed down: since the right language is agtomatonTy. Still, at least partially, these problems can be
that is consistent with both the existing hypotheses (frarf0) ameliorated through a process of (automdégatoring [47],
and the new ones, the possibilities reduce to the ones generdled circumvents the need for actually building the coordinator
based on theommonfactors:fsipS11; S11S10; S125119. The automatonT,. Besides this component, in the approach of this
GIM performs aninferencestep to extract those commonpaper (cf. B]), learning (of both policies and speci cations)
factors, and updates its hypothesis about the target speci catisnconducted in a distributed manner and should not present
language: it is one of the following:s;1S10 , S10811 , and particular computational complexity challenges. In fact, even
S12511 - the sub-regular (speci cation) language identi cation realized

This process is repeated with each new sample. Howewdrthe level of individual agents has been formally proven to
the inference step is not performed on each new sample silbeefeasible in factored form [42].
the sample may not giveim any additional information; in ~ What was found to be intriguing and worthy of further
this case it merely con rms the existing hypothesis. In the cagavestigation is thesynergybetweenrL and GIM observed
illustrated here, the&sim converged on the presentation offeredluring our numerical implementation and testing of different
by bDDQ within 12 samples, at the end of which there wascenarios within the framework of our case study. Speci cally,
only one possibility left: s12511  (see Fig. 7, bottom right). once RL is set up to penalize unproductive (in terms of

fo 1(1) = fs11S10; S10S11; S11S12; S12512; S125110 ;
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satisfying the agent's speci cation) actions, theqQ algorithm identi cation of the global speci cation, which will eventually

will naturally gravitate to exploring shorter paths to nal statejpermit the system to operate even without its coordinating
In doing so, it inevitably highlights those factors (in the case @figorithm. This type of result can contribute to theory that
Locally Testable languages) or subsequend@s (in the case supports the design of resilient multi-agent supervisory control
of Locally Piecewise languages) thgéneratethe unknown systems, but also be utilized from the opposite direction as
target language. In some senge, is unwittingly performing a means of decoding the mechanism that generates a bundle
grammatical inference, and this may partially explain the rap@f signals communicated over a number of different, isolated,
rate of convergence exhibited by the agemtg: the samples channels. As a byproduct, the methods in this paper also hint at
provided to them by th®DQ algorithm allowed them to hone the possibility of developing alternative methods of performing

in very quickly on the target language. This is shown motanguage identi cation in the limit, within the classical context
clearly in Fig. 9. The gure shows the rate of convergence aff reinforcement learning.

the GIm algorithm with and withoubDQ. In the latter case,
the Gim module is attempting to identify the speci cation used

in SectionV-E while presented with 100 positive data sampled!]l K.-D. Kim and P. Kumar, “Cyber-physical systems: A perspective at the
drawn uniformly from the target lanauage. In the former case centennial,” vol. 100, no. (Special Centennial Issue), 2012, pp. 1287—
y g guage. » 1308.

a body of data of the same size is instead fed todine@ [2] S. Khaitan and J. McCalley, “Design techniques and applications of
algorithm directly frompbQ, as it is done in SectioV-E. cyberphysical systems: A surveyEEE Systems Journabol. 9, no. 2,

4 . . : pp. 350-365, 2015.
This comparison Is repeated 50 times. The average number C. Rieger, D. Gertman, and M. McQueen, “Resilient control systems:

grammar factors theiM suspects as generators of the target  Next generation design research,”and Conference on Human System
language (we know that only one of them is correct) is plottezfl Interactions 2009, pp. 632-636.

in Fig. 9 . h b f itive d d i E. Kokkoni, M. E, A. Zehfroosh, J. C. Galloway, R. Vidal, J. Heinz,
In Fig. 9 against the number of positive data presented so and H. G. Tanner, “GEARIng smart environments for pediatric motor

The gure thus indicates that when coupled with and fed by a rehabilitation,” Journal of NeuroEngineering and Rehabilitatiorol. 17,
RL algorithm, aciM may converge up to ve times faster. no. 16, 2020. _ .
[5] C. Rieger, K. Moore, and T. Baldwin, “Resilient control systems a
multi-agent dynamic systems perspective,Hroceedings of the IEEE
International Conference on Electro-Information Technolo2®13, pp.
1-13.
[6] J. M. Kendra and T. Wachtendorf, “Elements of Resilience After the
World Trade Center Disaster: Reconstitung New York City's Emergency
Operations CentreDisasters vol. 27, no. 1, pp. 37-53, 2003.
[7] C. de la Higuera,Grammatical Inference: Learning Automata and
Grammars Cambridge University Press, 2010.
[8] J. Jordan, “When Heads Roll: Assessing the Effectiveness of Leadership
Decapitation,”Security Studiesvol. 18, no. 4, pp. 719-755, 2009.
[9] K. Karydis, P. Kannappan, H. G. Tanner, A. Jardine, and J. Heinz,
“Resilience through learning in multi-agent cyber-physical systems,”
Frontiers in Robotics and Alvol. 3, no. 36, 2016.
[10] A. Zehfroosh and H. G. Tanner, “A new sample-ef cient PAC reinforce-
ment learning algorithm,” ifProceedings of the 28th IEEE Mediterranean
) . ) Conference on Control and Automatio?020, pp. 788-793.
Fig. 9. Convergence curves to the (single) target grammar factor in the cg@) | Guerrero-Bonilla, A. Prorok, and V. Kumar, “Formations for resilient
study of Section V-E when theim is driven bybbDQ (red) compared to the robot teams,1EEE Robotics and Automation Lettexl. 2, pp. 841-848,
case where the data provided ¢om are drawn uniformly from the target 2017.
language (blue). Con dence areas at 95% level are drawn around the empiriga)] K. saulnier, D. Saldana, A. Prorok, G. J. Pappas, and V. Kumar, “Resilient
averages over 50 independent runs. ocking for mobile robot teams,IEEE Robotics and Automation Letters
vol. 2, pp. 1039-1046, 2017.
While it is not anticipated that this synergy is exhibiteg3] D. Saldana, A. Prorok, S. Sundaram, M. Campos, and V. Kumar,
in the process of identi cation in the limit of other classes “Resilient consensus for time-varying networks of dynamic agents,” in

. Proceedings of the IEEE American Control Conferer2@l7, pp. 252—
of sub-regular languages, it may turn out to be a feature to ,5g’ 9 ¢ PP

be exploited in problem instantiations that combine languag@] S. M. Dibaji and H. Ishii, “Resilient consensus of second-order agent

identi cation and control policy synthesis. networks: Asynchronous update rules over robust graph&taceedings

of the IEEE American Control Conferenc2015, pp. 1451-1456.
[15] S. M. Dibaji, H. Ishii, and R. Tempo, “Resilient randomized quantized
VI. CONCLUSION consensus with delayed information,” roceedings of IEEE Conference
N . . . L on Decision and Contrgl2016, pp. 3505-3510.

Distributed muItl-agent systems, In which individual agen 6] H. J. LeBlanc and X. Koutsoukos, “Resilient rst-order consensus and
are coordinated by a central control authority, and the dynamics weakly stable, higher order synchronization of continuous-time networked

of all entities is captured in the form of transition systems, can multiagent systemsEEE Transactions on Control of Network Systems

b d il leader d itation b £l . vol. 5, pp. 1219-1231, 2018.
e made resilient to leader decapitation by means ot leamifg; p. meng and K. Moore, “Studies on resilient control through multiagent

Speci cally, under the supervision of a coordinating automaton consensus networks subject to disturbancé#SEE Transactions on
that allows or blocks intended agent actions, lgaaklgorithms Cybemeticsvol. 44, no. 11, pp. 2050-2064, 2014 .

L hei t action sequences. and in the roc%gg R. K. Ramachandran, P. J. A, and G. S. Sukhatme, “Resilience by
can op'Flm|ze their agent actio q ' nthep recon guration: Exploiting heterogeneity in robot teamarXiv preprint
dramatically boost the performance of grammatical inference arXiv: 1903.048562019.
algorithms tasked with progressively identifying the agentd® Y- Zhu, L. Zhou, Y. Zheng, J. Liu, and S. Chen, “Sampled-data based

K behavi . . Th b resilient consensus of heterogeneous multiagent systénterhational
(unknown) behavior speci cations. The synergy between Journal of Robust and Nonlinear Controlol. 30, no. 17, pp. 1-12,

and grammatical inference allows the expedient and ef cient 2020.
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